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Committee

This project whitepaper was developed by a joint Committee of the North American Security
Products Organization (NASPO) and the Document Security Alliance (DSA) to provide gidance
to users of security technologies in the considerations that should be made when selecting
security technologies.

Anti -Trust Statement

The Documents Security Allianceand The North American Security Products Organizationintend
to comply with all ap plicable antitrust laws. Under no circumstances will DSA or NASPO directly
or indirectly be involved in conduct that leads to or implies an agreement among its respective
members that would restrain trade and/or otherwise violate antitrust laws. Any conduc t by the
members of this committee, or subsequent related workgroups that is contrary to the antitrust
laws is contrary to DSA and NASPO policy. Any member found in violation of this policy or the
applicable antitrust laws will be subject to appropriate di sciplinary action.

This project is in no way intended to create an environment where companies or technologies
are excluded from consideration. Rather, this project attempts to provide the user of the
security product(s) with a set of issues to be consider ed during the selection process.

Purpose of the Paper

This project white paper is intended to be used as an aid in the selection of security
technologies by providing a structured evaluation process that considers both cost factors and
applicability.

i SertylSol uti onso represent |l iterally hundreds
protect items against various forms of attack. Most of these attacks are criminal in nature with
the intent to defraud the user(s) of an item6 salue or service. These attacks may be in the form
of counterfeits (a close likeness to the original); alterations, deletions and/or additions
incorporated into the original; or simulations (a fake, a creation of an item that simulates an
originald primarily function). These attacks may be aided by theft, false issuance and diversion.

I n t o deawitp gchnology environment, where common definitions and measures are
lacking, users and vendors discuss the strengths and liabilities of various security technologies
in terms that are inconsistent throughout the industry . These inconsistencies resultin confusion
and a lack of a concise set of considerations for the technology user to utilize in selecting the
appropriate feature(s) or set of features for their application. This document attempts to
provide a solution process to aid in alleviating the current ambiguity and lack of conciseness.

It is also important to recognize that this document is intended be used in conjunction with the
NASPO/DSA Standard for Effectiveness Evaation of Security Technologies.
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Selecting a Security Feature

Introduction

The selection of a security feature that protects a document or product is a complex process
and necessitates review of a number of factors regarding the role and implementation of the
security feature. Not all security features are appropriate for all applications. It is important to
understand the strengths and limitations inherent to different security features, as well as

between similar features supplied by different manufacturers. The guidelines in this document
are not intended to advocate any class of security features over another, or to advocate
particular manufacturers; they are intended to ensure that tools are available that will allow a

selection of features which will correctly address a defined security problem, in a defined
environment.

It is always recommended that a layered approach be used in curtailing the various forms of
attack on an item of value. This approach entails the use of various technologies that work in
conjunction with each other to deter the anticipated threat. In most applications a minimum of
three classes of technologies overt, covert and forensic are recommended to provide a basic
package of security. Additional technologies may be added to curtail specific risks or enhance
the security effectiveness.

In selecting a security feature, various tr adeoffs are necessary between security and usability.
It is possible to secure a document or product almost absolutely by applying layer after layer of
complex security features, but to fully authenticate would require far more equipment and
resources than is really practicable or necessary. On the other hand, the implementation of
security features that are too complex to be authenticated by users of the document or product
provides no additional security and is a waste of resources. Of real and practical interest is the
combination of security features that provides different levels of security under different levels
of analysis, and that also provides reasonable tradeoffs between accessibility and complexity.
To evaluate whether a given security feature will address a given security problem, the security
problem must first be clearly defined. The questions of A Wh a t , Wwh o, When,
H o wal the feature, along withthe ASecur i t y S gan thenrbe dossislaved tb help
make a decision about its suitability.

1.0 Defining the Problem  and Financial Considerations

Security features are intended to address an existing or potential risk of counterfeiting or fraud
in a product or document. All effective security features, broadly speaking, deepen the divide
between genuine products and their counterfeits by making a genuine product distinguishable
in some manner that is difficult to replicate using commercially available manufacturing
processes.
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The following are some questions to consider when defining the problem

(It is important to recognize that in defining tl
used in an inclusive manner to include counterfe its, fakes and alterations and aided
by various forms of attack.)

e /s the product or document currently being counterfeited?

e What type of attack, digital, conventional or a combination, and does the solution
counter the attack methods?

e [/fthe product or do cument is currently being counterfeited, what is the volume and
quality of counterfeits and how will the counterfeiting problem be affected by the
inclusion of security features?

e /f the product or document is not known to be counterfeited or the volume of
counterfeiting is unknown, what are the perceived risks that could be mitigated by
the inclusion of security features?

o What liability issues must be considered that could be mitigated by the inclusion of
security into the end-item?

o What liability issues are created by the lack of security in the end -item?

o What liability issues could be encountered by adding a security feature to an existing
product or package?

e pDoes the 7 nclusion of security features ex
intention of due diligence.

o What regulatory compliance issues must be considered or met by the application of
security features?

e Does the product owner have a social obligation to provide a level of security in its
products and services?

o What are the operational and financial costs of including security features in the
product or document? (This is not likely to be known until a feature or type of
feature has been chosen)

o What is the expected reduction of counterfeiting and fraud from including security
features? Can this be estimated effectively?

o Do the benefits of including security features outweigh the costs?

e e = e = e = e Em e e mm Em e e e mm Em mm e Em M Em mm e e e M M M e e m e m e e e m M m M e e M m e e e e e e e e e e

]
| é Refer to Chart s A 1 Defining the Problem , and Chart H 1 FEinancial
|
I

Summary for detailed analysis of these considerations.
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2.0 Who? i Defining the User Population

Security features must be tailored to the intended user population, the group of peo ple
responsible for authenticating the feature. The user population could include the entire public -
for example, if the product being secured is currency, or if it is a bottle of a widely sold over -
the-counter medication. The user population might be a much smaller group in the case of a
more specialized product. For example, officials who collect tickets at sporting events could
benefit from security features that allow them to authenticate the tickets, but these features
would be of limited interest to the general population, not all of whom attend sporting events
and none of whom would normally have access to tools necessary to authenticate a complex
feature.

The goal is to determine clearly /7 w h i@ expected to make use of the security feature, be cause
this will impact the amount of training and tools that can practically be s upplied to the user
population. If the user population is large or has limited interest in authenticating the feature,
it may be impractical to supply complicated security fe atures, whereas if the user population is
small and specialized, security features of any complexity can be selected.

The following are some questions to consider regarding the user population

e How large is the user population?
o What level of training d oes the user population possess?

o What strategy and cost would be needed to train the user population? Can training
actually be accomplished in real terms?

o Wil user training compromise the security feature i i.e. by teaching the user what to
look for, are we also teaching the counterfeiter what to include?

e Can the user population be supplied with the tools, or reasonably be expected to
supply itself with the tools, to authenticate complex features?

e Can the security technology be effective without any specific training of the user
population? (e.g. tamper evident seals, tracking and coding devices)

Referto Chart B Defining the User Population and Implementation
Considerations for detailed analysis of  this process .

An important note in the use of the cost evaluation of implementation:
Implementation costs are typically amortized over the life of the security
solution. An evaluation should be made of the potential savings versus the
amortized costs.
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3.0 What?: Classifying the Security Feature

Security feature authentication levels can be broadly classified into three groups. Correctly
assigning a feature to one of these groups has great impact on whether the feature will be
effective in addressing the security problem. The three groups are:

e Overt - Overt security features are also referred to as sensory security features or
first-level security features, these are intended to be identified by novices with little
training and no tools. Some common examples used in paper documents are color
changing inks, holograms, latent images, watermarks and security threads. Overt
features are very public and are easy for novices to identify and use, but their
visibility makes them targets for attack by counterfeiters.

e Covert -Covert security features are often referred to as secondlevel features.
Covert security features are not obvious to the naked eye and require simple tools
and/or some training for authentication. Some examples used in paper documents
are UV-fluorescent inks and microprinting, the reason being that for authentication
they require access to an ultraviolet lamp and a magnifier, respectively. Covert
security features lay between overt and forensic security features in terms of
balancing security and ease of authentication.

e Forensic -The presence of forensic security features in the document or product is
well-concealed, and the features cannot be normally detected without highly
specialized equipment. Construction of these features is very creative and highly
variable between different vendors, but a typical and general example would be an
ink tagged with an unusual and rare material that responds only to a very specific
laser wavelength. These features can be extremely secure and extremely difficult
or costly to recreate. Authentication typically requires multiple factor validation in
the form of specific forensic knowledge, the use of exemplars, com parative
analysis, specialized equipment and skilled examination.

Many security features span two (or even three) of these categories. For example, the security
thread used in newer U.S. currency can be authenticated by holding the banknote up to light
(overt feature) and also exhibits a UV-response that varies by denomination (covert feature).
In addition, many security products contain different features that play roles in each of the

different categories. It is usually considered good practice to sele ct a combination of different
features that span overt, covert and forensic functions and act to complement each other in a
single document or product. The purpose of classifying a feature into one of these categories is
not to assert that one category is superior to another, but to realistically determine the level of
training and equipment required to authenticate a feature.

______________________________________________________________________

Referto Chart C'1 Classifving the Security Feature  for detailed analysis of
these considerations.
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4.0 When and Where? i Defining the Environment

With the user population and type of security feature known, the next thing to define is the
environment in which the security feature will be used in a real operational process, not an
idealized environment. Just as all types of security features are not appropriate for every user
population, there are many security features that function poorly in certain environments. For
example, consider a U\fluorescent ink included in a travel document that has to be
authenticated at any time, including mid -day or at outdoor border crossing locations. Though
the ink may be an effective feature in controlled lighting environments and performs well in all
other respects, the fluorescence would not be visualized under conditions where ambient
sunlight would overwhelm the fluorescence making the feature invisible. This environmental
limitation represents a significant and important issue that must be addressed during the
security feature selection process, not after the fact.

The following are some questions to consider regarding the authentication
environment:

o What s the expected operational process for authenticating the security feature?

e How long does it take to authenticate the security feature?

e Does authentication require certain conditions, e.g. lighting, temperature, humidity,
electricity, magnification, cleanliness or anything else? Will these conditions be
consistently available in the operational process?

e Are the tools required for the authentication reliable? Under what conditions do they
fail or malfunction? How would a tool failure or malfunction impact operations?

o IWhat are the ranges of environmental conditions that the authenticator will
experience in the validation process? Does the technology work under those
conditions?

Referto Charts D & E Defining the Environment  for detailed analysis of these
considerations.

5.0 How? i Implementation of the New Security Feature

Another important consideration is the implementation of the security feature, or the
manufacturing process that will integrate the feature in the product or document, and the
compatibility of the new security feature with other security features. Will the security feature
be a part of the product itself (including products that are documents) or will the security
feature be a part of the packaging? Introduction of security features can require changes in
manufacturing processes and it is imperative to verify that these changes are compatible with
the final product or the packaging.

© Copyright North American Security Products Organization / Document Security Alliance
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For example, consider the relatively obvious example of an invisible aqueous security ink
intended to be delivered by an inkjet process. While this ink might have effective applications
for paper documents, attempting to apply it to a plastic card would be challenging because of
the incompatibility of aqueous ink with some plastic substrates. As another example, consider
the inclusion of a security watermark in a document containing intaglio printing. Intaglio
printing is a bold and opaque printing process, and should not be placed over the region
containing the watermark or the watermark can be obscured and its effectiveness reduced.
Many other incompatibilities can occur varying tremendously from product to product, therefore
it is important to carefully consider this in advance to avoid unnecessary expenditure of time
and resources.

The following are some questions to consider regarding the manufacturing
environment:

e /s the manufacturing environment secure and applicable to the secu rity level of the
technology and product?

o How will the security feature be implemented into the product or packaging?
o Wil it require changes in a manufacturing process?

e /s the manufacturing process that will implement the security feature compatible
with other manufacturing processes for the product and/or other security features?

e /s the usability of the product impacted by the presence of the security feature, or
vice versa?

e Can the manufacturing process that implements the security feature consistently
produce the feature, or is there a risk of quality control problems causi ng FAfeatu
failure?

e In the event of quality control problems in the implementation of the feature, how
would end authentication be impacted?

o What strategies can be used to minimize quality control problems?

o Does the security feature vendor have the capability for sufficient throughput to
meet the volume requirements of the application?

© Copyright North American Security Products Organization / Document Security Alliance
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6.0 The Security System Issue. The Greatest Risk in the Selection

of a Security Technolog

The greatest risk in the selection of a security technology is determining that the technology
being applied is, in and of itself, secure. If a technology is applied to protect a document or
product and the technology is commonly available to the general public, or can be easily
counterfeited or obtained by a knowledgeable criminal, then the product has created a false
sense of security that can lead to monumental economic and social losses. In order to be
effective security technologies must be supported with a security system that reinforces
integrity in the supply chain from technology provider to end -user. The system must recognize
the security value of both the technology and the value of the product or document. The higher
risk of an item being compromised the higher t he security requirements of the system. Without
this supporting system both the market and security value of the technology tends to zero and
becomes a liability to the technology provider, product owner, document issuer and end -user.
An evaluation must be conducted to determine the following:

e How available is the security technology to the general public or criminal element ?
e How easlily this technology can be counterfeited or compromised?

e The security practices of the technology provider including, certific ation to national
security standards (e.g., NASPO certification), operational security, transportation,
customer evaluation, security practices and procedures.

e The security practices of all the supply chain partners and integrators.
o Maintenance of critical or proprietary information and materials .

e Breech notification policies and practices

e /tem control level practices.

e Reporting requirements.

The primary example of the necessity of maintaining a secure supply chain environment is the
creation of currency. All elements in the production of currencies have a high level security
system supporting its integrity. The substrate is closely controlled and restricted, the inks are
specially formulated and controlled, the integrated security technologies are restricted in use,
the print process is tightly controlled, the operational facilities are high security, distribution and

transportation are heavily guarded, and a highly effective enforcement agency curtails
counterfeiting. All of these components create a security system to maintain the value of a
document that is widely accepted, of high value, and continually under attack. Without the

supporting system the security technologies become worthless and when compromised create a
liability. The verification of the existence of a supporting security system is critical in the
ultimate evaluation of any security technology. Without a verified system the value of the

technology becomes questionable.

© Copyright North American Security Products Organization / Docunesntri/ Alliance
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7.0 Why? i Assigning the Appropriate Security Feature to

Address the Problem

Consider the following three examples that describe how a very basic review of certain security
features for certain applications might proceed. Keep in mind that these are summaries and a
more complete review would entail additional study and consideration of all the questions listed

above.

Example 1. Use of a security watermark in a national currency that already contains
other security features but is printed on stock without a watermark.

The goal is to introduce a new overt feature. The currency is a widely -used and
recognized security document and is therefore subject to a variety of attacks o f
varying sophistication, which the watermark would mitigate by presenting an
additional hurdle for counterfeiters to overcome. The actual authentication of the
watermark is accomplished by quickly holding the currency up to light, which is
appropriate for most environments where currency is used, and does not require any
tools, which makes it appropriate for public use. The only question might be the
manufacturing environment, where the currency printing authority would have to
verify that the addition of the watermark will not adversely affect other security
features or its ability to print the currency, nor should it affect the ability of other
banks and entities to mechanically process the currency (if that was normally done
prior to the introduction of the watermark). This is a prototypical example of a
widely-used basic feature for the currency application, but demonstrates the need to
examine far-reaching consequences that may occur throughout the banking sector
(a subcomponent of the user population specifically interested in mechanical
processing) and elsewhere that can result from this change.

Example 2: Use of a security watermark in a liquor tax stamp which is affixed to
bottles. The goal is to introduce a security watermark as a new overt feature . The
liquor tax stamp has a far smaller user population (mostly inspectors) than currency,
and this smaller population is better trained and equipped to examine tax stamps
than the general public. This could allow for the use of a covert (or even forensi c)
feature, but it has been determined by authorities that in this case the risk of
counterfeiting is not great enough to invest in equipment or tools and that an overt
feature is preferred for the sake of simplicity. The authentication of a watermark is
performed by holding the document up to a light. But in this case the document is a
tax stamp secured to a glass bottle and it will only be possible to authenticate the
feature if the bottle and its contents are transparent (or at least translucent). Man vy
liguor bottles and liquors are opaque and would not allow sufficient light
transmission for authentication. It is determined that even though the user
population would otherwise be capable of authenticating this feature, the wide range

© Copyright North American Security Products Organization / Document Security Alliance
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of the environmentifrom transparent to opaquei makes the use of a security
watermark in a liquor tax stamp unusable. This situation is an example of how a
widely-used and popular feature is rendered ineffective by environmental
circumstances.

o Example 3: Multi-wavelength laser examinations of forensic security features of
travel documents at ports of entry. Some specialized bols used for the detection of
particular forensic security features are fast to operate and do not require excessive
space, and under the correct circumstances might be able to play a role in travel
document examinations flagged for additional attention. However, ports do not
usually have technical staff qualified to interpret the results of these examinations,
or the means to identify when the equipment is working correctly and when it is not.
Though examples do exist of highly complicated equipment being employed with
success by a novice user population, it would be necessary to develop a clear plan of
how this would be accomplished. Generally, this example outlines the idea that
forensic security features (and the equipment needed to examine them) are best
restricted to small user populations that can make the most complete use of the
results.

e = e = e e e e e e e e e e e e e e e m e e e e e e e = e e e e e m e e e m e m e e e e e e e e e

_______________________________________________________________________

Conclusion

The selection of a security technology can be a complex and time consuming process. The
reasons for using technologies can be as complex as the selection process. But the selection of
the most effective technologies for a given item can have significant rewards both financially

and defensively. They also may have a proactive element in enabling enforcement agencies to
identify, apprehend and prosecute those that attack the items of value.

Working with technology suppliers to fairly evaluate technologies is always an important part of
the evaluation and selection process. This white paper provides a structured process by which
both supplier and user can establish a fair basis of evaluation based upon the technologies
capabilities as applied to a specific function.

The committee of multi -disciplined experts that have developed this document have done so
with the intent of clarifying a difficult process to aid both supplier and user, without bias to a
specific technology or solution. We hope those who choose to use this process will find it of
value.

© Copyright North American Security Produ€igganization / Document Security Alliance
All right reserved 2009

13



Decision Charts

Important Note on use of the Decision Charts:

The decision charts are meant to be used as a structured guidance process. Due to space
requirements the statements used in the decision process are general in nature and not
germane to how a specific solution is produced (e.g., digital or conventional) nor to a specific
technology. The user may require more definitive statements or additional steps to fully
evaluate the technology.
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Chart A Defining the Problem and
Financial Considerations
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